
Using Risk Management to Improve 
Privacy in Information Systems
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The Right Tool for the Job
Many current privacy approaches are some mixture of 
governance principles, requirements and controls. 
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Draft Privacy Engineering Objectives
• Design characteristics or properties of the system
• Support policy
• Support control mapping

Predictability is the enabling of reliable assumptions by individuals, owners, and operators 
about personal information and its processing by an information system. 

Manageability is providing the capability for granular administration of personal information 
including alteration, deletion, and selective disclosure. 

Disassociability is enabling the processing of personal information or events without 
association to individuals or devices beyond the operational requirements of the system.



Security Risk Equation

Security Risk = Vulnerability * Threat * Impact



Privacy Risk Equation

Privacy Risk = Likelihood of a Problematic Data Action * Impact

Likelihood is determined by 
contextually-based analysis that 
a data action is likely to create a 
problem for representative set 

of individuals

Note: Contextual analysis is the comparison of  Data Actions, the personal information on 
which they act, and contextual considerations

Impact is determined by an 
analysis of the adverse affects 
on an organization of creating 

the potential for privacy 
problems 
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Frame Business Objectives
Frame the business objectives for the system(s), 
including the organizational needs served.
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• Describe the functionality of your system(s).
• Describe the business needs that your system(s) serve.
• Describe how your system will be marketed, with respect to any 

privacy-preserving functionality. 



Frame Privacy Governance
Frame the organizational privacy governance by 
identifying privacy-related legal obligations, principles, 
organizational goals and other commitments.

Frame 
Business 

Objectives

Frame Org 
Privacy 

Governance

Assess 
System 
Design

Assess 
Privacy Risk

Design 
Privacy 

Controls

Monitor 
Change

• Legal Environment: Identify any privacy-related statutory, 
regulatory, contractual and/or other frameworks within which 
the pilot must operate. 

• Identify any privacy-related principles or other commitments to 
which the organization adheres (FIPPs, Privacy by Design, etc.).

• Identify any privacy goals that are explicit or implicit in the 
organization’s vision and/or mission. 

• Identify any privacy-related policies or statements within the 
organization, or business unit.
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Data Key:
1. Self-asserted full name, validated email, user profile access
2. Driver’s license (DOB, photo, legal name, physical attributes, address, signature, license number), Social Security card, 
cellular number
3. DOB, legal name, address, SSN, cellular number
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Resources 
NIST Privacy Engineering Website: 

http://csrc.nist.gov/projects/privacy_engineering/index.html

Draft NISTIR 8062:

http://csrc.nist.gov/publications/PubsDrafts.html#NIST-IR-8062

ellen.nadeau@nist.gov 

http://csrc.nist.gov/projects/privacy_engineering/index.html
http://csrc.nist.gov/publications/PubsDrafts.html#NIST-IR-8062

